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This event will begin at 16:30
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International Centre

www.childnet.com www.saferinfernet.org.uk

Childnet International is a non-profit organisation working with others to help make
the internet a great and safe place for children.

Childnet is one of three organisations partnered to form the UK Safer Internet Centre.

The UK Safer Internet Centre, appointed by the European Commision, has three main
functions: an awareness centre, a helpline for professionals and a hotline to report and
remove child sex abuse imagery and videos.
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What does your child love doing
online? °
What services and devices do they -

use? K
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The online world can be exciting and inspiring. It has lots of opportunities to offer
young people. However it is important to manage and minimise the associated

risks.
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Children need to be aware of the impact that their online activity can have on
both themselves and other people, and the digital footprint that they create on

It's easy to feel anonymous online and it's important that children are aware of
who is able to view, and potentially share, the information that they may have

When using the internet, it's important to keep personal information
safe and not share it with strangers.
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Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social networks,
online games, blogs and websites.

It's important for children to consider the reliability of online material and
be aware that it might not be true or written with a bias.

There can be legal consequences for using or downloading copyrighted
content, without seeking the author's permission.
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It is important for children to realise that new friends made online may not be
who they say they are and that once a friend is added to an online account, you
may be sharing your personal information with them.

If you have concerns that your child is, or has been, the subject of inappropriate

sexual contact or approach by another person (including, but not limited to, a
request to meet up or a request for images/videos), it's vital that you report it to
the police via the Child Exploitation and Online Protection Centre

(www.ceop.police.uk). ?

CEOP REPORT
ceop.police.uk
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Cyberbullying is bullying which takes place online or using technology. It is
important that young people know what to do if they or their friends are the
victims of cyberbullying.

Cyberbullying can happen in many different ways including unkind messages
or comments, the sharing of embarassing photos or exclusion from group
chats.

Children need to understand that their online actions can be just as hurtful
as offline actions and that seeking to deliberately hurt or upset someone is
always unacceptable.

SEXTING

Q Sexting is taking and sharing a nude, partially nude or sexually explicit image or video.

If the person in the image is under-18 then it breaks the law. The Protection of Children Act
states that it is illegal to create, distribute or possess an indecent image of a child, including
self-generated images (e.g. selfies).

The police take a common sense approach and are not seeking to criminalise young
people, but do have a duty of care if asked to investigate.

In the online world, content can get very far, very quickly and young people need to
understand that they may lose control of who else sees theirimage. This can lead to
emotional and reputational consequences.

Sexting is a risk even for younger children. A child with access to a device, who can take a
photo and send it on, may not understand the possible consequences and just think they're
being funny.
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Discuss online friendship with your child - make sure they understand that a person they've
never met face-to-face is still a stranger. Discuss what kinds of information they should avoid
sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.

You will be shown how to report to CEOP later in this presentation.
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Discuss cyberbullying with your child - teach the importance of online respect and make
sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

Don't deny your child access to a device
or service. They may feel punished when
they're already the victim.

) Do save the evidence

Bl Do report to your school/ the police

K [ Don'tretaliate.

Do use online tools to report and bloc
the perpetrator.
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Discuss sexting with your child - ensure they know that once this kind of content gets out
there, it's very difficult to get it back and the consequences of this can be very upsetting.

Make sure they know they can talk to you if they have any concerns or worries.

With younger children, discuss which parts of their body should be kept private.

Do seek advice from your child's school ,,, Do report to the Police or CEOP if you

if you need further support. have any suspicions about the
involvement of an adult or think you
child has been coerced.

An open and honest
dialogue with your
child is absolutely

key.

A simple ard effective way 15 get involved with your children and Sheir ues
R 5 MIGUGN disCUREON. By MAINtaning an open dialogise with your chikd
and enceuraging Tem o talk 1o you about their imtermet use parents can help
Childrmn Sctmas he ATAZing rources e ntemet hiss 16 offer whilst
Keeping them safe online,

Talk to them about P——
their internet use and
let them know they
can talk to you.

www.childnet.com/parents-and-carers/have-a-conversation
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Consider setting a
family agreement to
open discussion.

Establish boundaries
and your
expectations as a
family.

childnet.com/resources/family-agreement

Filtering software
and settings can
help block
unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

internetmatters.org/parental-controls/
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Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

L Sater
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Social media guides

Find out more about the safety features availsble on these popular social networks.

saferinternet.org.uk/advice-centre/social-media-guides

Get involved with your

child's life online. Learn
about the apps, games
and devices they use.

Play their favourite
games with them, try
out their favourite

apps...

Your guide to social
networks, apps and games

net-aware.org.uk
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Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.

=
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Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too
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Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device

=
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Other useful resources...

(& comman sense s

A LOTOR A LITTLE?

The parents' guide to what's in this app.

messss one
Easeot play Victence

Rlesse _5..-

commonsensemedia.org askaboutgames.com
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Telephone helplines...

If you're worried about a child...

NSPCC 0808800 5000

For online safety advice...

0. © NSPcC . 9808 800 5002

Let’s keep kids safe online

For mental health advice...
MINDS 0808 802 5544

For parenting and family support...

4 family 0808 800 2222

lives

1 .
" 'UK Advice Centre Hotline Helpline Pupil powered e-safety Q

saferinternet.org.uk/advice-centre
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0 Resources Shop Blog Contactus My Account

s ChlldnEt Young people Teachers and Professionals Parents and Carers Press and Policy What we do Our Projects Support Us
—# International
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What do | need to know? Digital wellbei
ng

Welcome parents and carers! In this section you will find all the information sl e

you need to keep your child safe online. Hol beice

Whether you're puzzied by parental controls or would like to know more about gaming, this section can 0
help. We all know that it can sometimes be challenging to keep up to speed with what children and Things to do Critical Thinking
young people are doing online. Luckily on this site you'll find a whole host of useful ways to keep your

child safe. Have a conversation

childnet.com/parents-and-carers

including
information
on key topics

T —

Nudity Violence  Harassment

Look out for these symbols on the post,

comment or user profile you want to report Sen e (vl Qe
Unauthorised sales  Hate speech

Choose a
reason for

cm, s reporting

Chose a reason for reporting thes post
1 just don't ke it

< Report
Nugsty or pormography

Male speech or symbols

Vislenee of threat of viclence

Sale or promation of firsarms

Sale o promotion of drugs:

Fill out the form with as much detail as
possible and press send to inform the
platform's safety team.

Harassmant or bullying

Imtefiectual property violation
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Follow up inadequate responses to reports on other services here

Bullying or Selt Harm or Sulcide
Threats H Cantent
.1
@
Unwanted Sexual Pomagraphic
Online Abuse Violent Content Advances Content

reportharmfulcontent.com

Report any suspected grooming to the Child Exploitation and Online Protection

Agency

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help

to CEOP? =+ make a report? + me? =+

If you're worried about anline abuse or One of our experienced Child line abuse aff children and

the way someane has been Advisors will be there to make sure you young people every day, CEOP has

communicating online, let CEOP know. get the help that you need. helped thousands of people in need of
support.

ceop.police.uk
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Report child sexual abuse content to the Internet Watch Foundation

B] Select Language Fundraising Resources Contact Members Area Login

MF Report criminal content HERE )
Internet
Watch

What we do  Our services Become a Member News & Media £
L 4

You can anonymously and confidentially report:

Child sexual abuse content
Non-photographic child sexual abuse images

Report criminal content HERE (&) )

o....‘..‘.

START 00 A POSITIVE NOTE... -

MONHEAR
What do you like = @ -

most about the
internet and why?
Whats your favourite
game/app/site?

The internet offers
brilliant opportunities for
making connections with
others. Who do you like
to keep in touch with
online and what apps/-
services do you use?

Do you like to be creative online?
What have you created?

(It could be anything from a picture or
video to creating their own games, sites
or apps.|
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KEEP THE GONVERSATION 60106

Do you have any
tips for how to be
positive and show
respect online?

What could you do if someone
online is making you or
someone you know feel
worried or upset?

How might you know if you are
using the internet/technology
too much?

How does the
internet make you
feel? Do different

apps/games makes

you feel differently?

Do you know where to go for
help, where to find safety
advice and how to use safety
tools on your favourite apps
and games?

Help me!
Can your child show you how to
do something better/safer online?

MONHEARY

WHAT WE'RE DOING 10
SGHOOL TO TAGKLE
ONLIVE SAFETY

ISSVES...

MONHEARUY
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STUDENT SUPPORT

CURRENT STUDENTS

E-Sa

Examinations
Home Learning
Online Resources
Support & Wellbeing
Library

Beehive

STUDENT WELL BEING

Anti-Bullying

Friends Against Bullying And
Discrimination Club

STUDENT INFORMATION

Personal ltems

Attendance and Punctuality
Lunchtime Arrangements
Mobile Phone Policy
Catering

KS3 Uniform

KS3 PE Kit

KS4 Dress Code

KS4 PE Kit

GOING FORWARD

Careers

THE SJN WAY

Reward Events

Behaviour and Rewards

EXTRA

Extra Curricular Activities

Eco-Club

Ve inn Cntarnrica

@ E-Safe

Jonathan North Co X +

< C 1} & sifjonathannorth.org.uk/current-students,

CURRENT
STUDENTS

TERMLY E-SAFETY NEWSLETTER

SEPTEMBER 2020
JULY 2020

May 2020

April 2020
October 2019
July 2019

May 2019

April 2019

OTHER USEFUL INFORMATION

E-Safe

let May

rare

E-§ tudent Booklet M

A Helping Hand from Unigue Voice: Technica

Onlin ning: An Introduction for Par

r Online Rad|

A Parent's Guide to E-Safety & Cybi urity

vs Emotional
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